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Action required
At least one attack got through or a high-severity weakness was found. Fix the items below and re-test.

41
attacks run

32/41
refused before the tool ran

3/3
legitimate uses still work

6
policy findings (2 high)

1. What was tested

Every rule in the policy below was turned into a legitimate call and into attacks against each of its conditions. Each call
went through Toolwrit's real enforcement path, the same code that guards production calls, and we recorded whether
the tool body actually ran. Rate limits and every declared budget were tested in separate runs. All decisions were written
to hash-chained audit logs, sealed by an independent RFC 3161 Time-Stamp Authority, and verified.

policy sha256 3d26b3e9c03dfc691f51bb3db0d497ad5f609b543d8f60bb5a8c7444019852a1

Attack categories: Filesystem scope (5), Secrets (2), Type confusion (6), Argument bounds (3), Exfiltration (8), Injection (2),
Unlisted tools (6), Tool spoofing (9).

2. Findings

9 attack(s) reached the tool:

Rule Argument Attack Value

files.read path path traversal out of the allowed folder /srv/workspace/../../etc/passwd

files.read path Windows-style traversal /srv/workspace/..\..\Windows\win.ini

files.read path secret file inside scope /srv/workspace/.env

files.read path SSH key inside scope /srv/workspace/.ssh/id_rsa

files.read path sibling folder sharing the prefix /srv/workspace-evil/data.txt

files.read path percent-encoded traversal /srv/workspace/%2e%2e/%2e%2e/etc/passwd

mail.send to allowed domain as subdomain of attacker a@example.com.evil.example.net

mail.send to header injection a@example.com\nBcc: attacker@evil.example.net

mail.send to second recipient a@example.com, attacker@evil.example.net



Severity Finding Why it matters Fix

Low No volume ceiling Bulk exfiltration is many permitted reads; only
`budget.bytes` sees the total.

Add `budget.bytes`.

High "files.read.path" has a path prefix
without a ".." guard

`startsWith` alone accepts `/allowed/../../etc/passwd`. Add `excludes: [".."]`.

Medium "files.read.path" prefix has no
trailing slash

A prefix "/srv/data" also accepts "/srv/data-evil/...". End folder prefixes with
"/".

High "mail.send.to" regex is not anchored Pattern @example\.com can match inside a longer,
hostile value.

Wrap the pattern in
^...$.

Medium Outbound rule "mail.send" has no
rate limit

A loop can turn into a mail or request storm. Add `limit: { max,
perSeconds }`.

Medium Outbound rule "web.fetch" has no
rate limit

A loop can turn into a mail or request storm. Add `limit: { max,
perSeconds }`.

3. Rate limits and budgets

Control Limit Observed Result

budget · calls 30 30 calls allowed, call 31 refused held

budget · usd $1 after $1.01 spent the next call was refused held

4. Evidence you can check without us

Run Entries Head hash Sealed Verified

main 44 c04d2145521d06db63c3f234… yes yes

budget-calls 32 4375b63d8d0c79d44665f185… yes yes

budget-usd 2 329fcd33cbb7948daae81e6f… yes yes

Timestamp authority: http://timestamp.digicert.com, sealed at 2026-10-11T20:43:36.000Z.

npx toolwrit verify evidence/audit/main.jsonl --against evidence/anchors.jsonl --require-timestamp

The audit logs, the anchors and the exact policy are in evidence/. Anyone can re-run the command above; it fails if a
single entry was changed, removed or added after sealing.

5. Scope and limits

This tests the policy and Toolwrit's enforcement of it. A tool that opens its own network connections or file
handles outside Toolwrit is not covered.



Attack values were generated from the policy's own conditions. Business logic inside the tools themselves was not
reviewed.
Rate limits and time budgets were exercised on a simulated clock, so audit entries carry simulated times that all
precede the seal.
The result is valid for the policy with the sha256 above. Any change to the policy needs a new pack.

Appendix: every call

Rule Tool Arg Test Value Result

files.read fs.read legitimate use still works allowed

files.read fs.read path path traversal out of the allowed
folder

/srv/workspace/../../etc/passwd REACHED
TOOL

files.read fs.read path Windows-style traversal /srv/workspace/..\..\Windows\wi
n.ini

REACHED
TOOL

files.read fs.read path absolute path outside scope /etc/shadow refused

files.read fs.read path secret file inside scope /srv/workspace/.env REACHED
TOOL

files.read fs.read path SSH key inside scope /srv/workspace/.ssh/id_rsa REACHED
TOOL

files.read fs.read path sibling folder sharing the prefix /srv/workspace-evil/data.txt REACHED
TOOL

files.read fs.read path percent-encoded traversal /srv/workspace/%2e%2e/%2e%2e/et
c/passwd

REACHED
TOOL

files.read fs.read path object instead of text {"toString":"x"} refused

files.read fs.read path array instead of text ["/srv/workspace/report.txt"] refused

files.read fs.read path argument missing (missing) refused

mail.send email.send legitimate use still works allowed

mail.send email.send to external recipient attacker@evil.example.net refused

mail.send email.send to allowed domain as subdomain
of attacker

a@example.com.evil.example.net REACHED
TOOL

mail.send email.send to header injection a@example.com\nBcc: attacker@ev
il.example.net

REACHED
TOOL

mail.send email.send to second recipient a@example.com, attacker@evil.ex
ample.net

REACHED
TOOL

mail.send email.send to object instead of text {"toString":"x"} refused

mail.send email.send to array instead of text ["@example.com"] refused



mail.send email.send to argument missing (missing) refused

web.fetch http.get legitimate use still works allowed

web.fetch http.get url userinfo trick https://api.example.com@evil.ex
ample.net/

refused

web.fetch http.get url fragment trick https://evil.example.net/#api.e
xample.com

refused

web.fetch http.get url query trick https://evil.example.net/?u=ap
i.example.com

refused

web.fetch http.get url look-alike subdomain https://api.example.com.evil.ex
ample.net/

refused

web.fetch http.get url non-HTTP scheme file:///etc/passwd refused

web.fetch http.get url object instead of text {"toString":"x"} refused

web.fetch http.get url array instead of text ["https://api.example.com/"] refused

web.fetch http.get url argument missing (missing) refused

- shell.exec - unlisted tool shell.exec refused

- fs.delete - unlisted tool fs.delete refused

- db.drop_tab
le

- unlisted tool db.drop_table refused

- http.post - unlisted tool http.post refused

- admin.grant
_role

- unlisted tool admin.grant_role refused

- payments.tr
ansfer

- unlisted tool payments.transfer refused

- FS.READ - case variant of fs.read refused

- fs.read - trailing space after fs.read refused

- fs.read - Cyrillic look-alike of fs.read refused

- EMAIL.SEND - case variant of email.send refused

- email.send - trailing space after email.send refused

- email.send - Cyrillic look-alike of email.send refused

- HTTP.GET - case variant of http.get refused

- http.get - trailing space after http.get refused

- http.get - Cyrillic look-alike of http.get refused

files.read fs.read __proto__ prototype pollution payload {"__proto__":…} REACHED
TOOL
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